
Cybersecurity threats are ever-changing and require a vigilant 
response. We strive to provide fixes to prevent ransomware 
threats and other attacks before they become a real problem 
for our customers. We monitor threats as they arise, including 
vulnerabilities that may apply to our products. We rapidly 
communicate essential information to our customers, including 
how to remediate or mitigate emerging issues. 

Ongoing cybersecurity maintenance 
with Continuity™ Standard

*The guaranteed delivery of Continuity Standard™ services over lifetime requires a valid minimum service 
contract with GE HealthCare to ensure consistent connectivity.  © 2023 GE HealthCare. GE is a trademark of 
General Electric Company used under trademark license. JB06147XE

Continuity™ Standard advantages helping you to address:

At a high level, we focus on two key
security program components:

Cybersecurity
Care that’s seamlessly connected and continuously protected
Hospitals face a constant and evolving cyber threat landscape. 
The healthcare industry is spending more time, effort and money 
than ever to combat costly and potentially dangerous data 
breaches and cyber attacks.  

GE HealthCare helps protect you and your patients through 
a holistic approach to security. We focus on more than 
implementing security controls in the devices we make. We 
continuously work together with our customers and colleagues 
– across our company, across the healthcare industry and across 
the cybersecurity field. Because today’s hospital is increasingly 
interconnected, and threats continue to evolve. 

OS updates
GE-validated patches to the 

operating system to mitigate 
cybersecurity risks

System software updates
 Application software updates
 to optimize the performance 

of the device

System software upgrades
Application software upgrades 
to the latest software release 

Hardware upgrades
Hardware replacement to 
enable software upgrades
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Extend your Continuity™ Standard advantages 
with our additional offerings:

2
Maintaining 

security through the
 lifecycle of our products
assessing and addressing

new vulnerabilities as
they come out

1
Hardening the

medical devices
making sure that every 

device is secured
against potential
nefarious activity

System Software Updates

Regulatory Compliance Documentation Needs

Patient Data Protection

Continuity™ Standard
Peace of mind from day one

Built into your new GE HealthCare equipment, Continuity™ 
Standard provides added protection, ongoing operating system 
updates and cybersecurity patches to help ensure your devices 
stay current over lifetime*. 

The program supports operating system vitality by GE HealthCare 
validated patches, helping to mitigate evolving threats and 
vulnerabilities. 

You’ll further benefit from regular system software updates to the 
application software to optimize the performance and reliability 
of the device. If you wish to upgrade your current application 
software, further Continuity and Smart Subscription Programs are 
available.

Regular updates to application software to optimize 
performance of the device

Transparent documentation on your equipment’s 
cybersecurity and update status

Continuous improvements for your patients’
 data safety

Equipment embedded process to fulfill cybersecurity 
and data privacy requirements and reduce liability 
risks


